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ABSTRACT
IoT (Internet of Things)-based health systems offer the potential for digital transformation in healthcare,
but face significant security challenges that require serious attention. This research aims to identify and
analyze security challenges in IoT-based health systems and evaluate existing solutions to overcome
these challenges. The research method used is a systematic review using the PRISMA approach,
collecting articles from reputable databases such as Scopus, IEEE Xplore, and PubMed. The research
results show that although IoT technology can improve real-time patient monitoring and operational
efficiency, vulnerability to cyberattacks and data privacy concerns remain major obstacles. The
implications of these findings indicate the need for the development of stronger security solutions and
comprehensive protection strategies to ensure successful implementation of IoT in health systems.
Keywords: IoT in Health, Health System Security, IoT Security Challenges, IoT Security Solutions,
Systematic Review.

ABSTRAK
Sistem kesehatan berbasis IoT (Internet of Things) menawarkan potensi transformasi digital dalam
perawatan kesehatan, tetapi menghadapi tantangan keamanan signifikan yang memerlukan perhatian
serius. Penelitian ini bertujuan untuk mengidentifikasi dan menganalisis tantangan keamanan dalam
sistem kesehatan berbasis IoT serta mengevaluasi solusi yang ada untuk mengatasi tantangan tersebut.
Metode penelitian yang digunakan adalah tinjauan sistematis dengan pendekatan PRISMA,
mengumpulkan artikel dari database bereputasi seperti Scopus, IEEE Xplore, dan PubMed. Hasil
penelitian menunjukkan bahwa meskipun teknologi IoT dapat meningkatkan pemantauan pasien secara
real-time dan efisiensi operasional, kerentanan terhadap serangan siber dan masalah privasi data tetap
menjadi kendala utama. Implikasi dari temuan ini menunjukkan perlunya pengembangan solusi
keamanan yang lebih kuat dan strategi perlindungan yang komprehensif untuk memastikan keberhasilan
penerapan IoT dalam sistem kesehatan.
Kata Kunci: IoT dalam Kesehatan, Keamanan Sistem Kesehatan, Tantangan Keamanan IoT, Solusi
Keamanan IoT, Tinjauan Sistematis.

1. Introduction
IoT (Internet of Things)-based health systems refer to the application of IoT technology

in the health sector to improve the quality of care, operational efficiency and patient health
outcomes. This system involves devices connected over a network to monitor patient
conditions in real-time, collect health data, and provide timely medical intervention. In the
modern context, IoT adoption in healthcare offers great potential for digital transformation,
including improved chronic disease management, remote monitoring, and personalization of
care. However, along with these significant benefits, the importance of security in IoT-based
healthcare systems cannot be ignored. Security is a top priority because sensitive health data
and patient personal information can be a prime target for data breaches and cyberattacks.
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In its implementation, IoT-based health systems face various complex security
challenges. Hardware and software vulnerabilities, risks to patient data privacy, and threats to
the integrity of data communications are major issues that require serious attention. For
example, ransomware attacks targeting medical devices or health information systems have
resulted in significant operational disruption, financial loss, and potential harm to patients.
Such attacks can result in damage to medical devices, loss of access to vital data, and even
potentially fatal medical errors. The impact of this security problem not only threatens patient
safety but can also damage public trust in IoT-based health systems.

To deeply understand the security challenges faced by IoT-based health systems as well
as the available solutions, this research focuses on the main question: "What are the most
significant security challenges faced by IoT-based health systems today, and how do existing
solutions address them?" these challenges?" This research aims to identify and analyze the
various security challenges faced by these systems and evaluate the effectiveness of the
solutions implemented to overcome these problems. Thus, it is hoped that this research will
provide deeper insight into pressing security needs and inform the development of better
security strategies for IoT-based health systems.

Although there has been a lot of research discussing security in IoT-based health
systems, there are several shortcomings that still need to be addressed. Much of the existing
literature tends to focus on specific technical aspects such as data encryption and device
authentication, while analysis of holistic integration of security solutions is often inadequate.
Significant gaps also exist in assessing the effectiveness of existing solutions in various real
application contexts, as well as in understanding how new threats, such as AI-based attacks,
affect IoT-based health systems. Additionally, studies investigating the long-term impact of
security breaches on health outcomes and patient trust are limited.

Research on security challenges in IoT-based health systems is critical as these systems
are increasingly adopted in modern health management. With increasing reliance on IoT
technology, risks to patients' personal data and health are also increasing. Data security and
patient privacy are critical aspects that must be protected to ensure the reliability and success
of IoT-based health systems. This research is urgent because it helps identify vulnerabilities that
may not have been detected and provides a basis for the development of more effective
security strategies, thereby protecting health systems from evolving threats.

This research offers novelty by integrating an in-depth analysis of the security
challenges faced in IoT-based health systems with currently implemented solutions. The new
focus of this research includes mapping security challenges that have not yet been fully
explored, such as the impact of AI-based attacks and issues related to device interoperability.
Additionally, this research will present a comprehensive overview of the effectiveness of
existing security solutions, as well as identify gaps in the approaches that have been used.
These new aspects will provide a more comprehensive and current understanding of the
security of IoT-based health systems.

The results of this literature review are expected to provide a significant contribution
to the field of IoT-based health system security. By identifying key challenges and evaluating
existing solutions, this research will provide useful insights for researchers, technology
developers, and policy makers. These contributions include the development of practical
recommendations to improve system security, as well as contributions to the establishment of
policies that better protect health data and patient privacy. The impact of this research will
strengthen the foundation of security in IoT-based health systems and encourage innovation in
more effective protection strategies.
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2. Methods
2.1. Collection of Articles
The article collection strategy for this literature review was carried out by accessing

reputable international databases including Scopus, IEEE Xplore, and PubMed. This database
was selected due to the coverage and quality of the journals listed, which ensures the
relevance and credibility of the articles retrieved. The article collection process follows PRISMA
(Preferred Reporting Items for Systematic Reviews and Meta-Analyses) guidelines to ensure
transparency and consistency in literature selection. The PRISMA method involves identifying
articles from specific databases, initial screening based on abstract and title, and then full
evaluation of appropriate articles to ensure that only studies that meet the inclusion criteria
are included in the literature review.

2.2. Search Keywords
A literature search was conducted using a combination of keywords and search phrases

designed to capture relevant articles related to security in IoT-based health systems. Keywords
used include: “IoT-enabled healthcare security”, “challenges in IoT healthcare systems”, “IoT
healthcare security solutions”, and similar phrases related to security issues and solutions in
this context. The use of these keywords aims to filter relevant and recent articles regarding
security challenges and protection strategies implemented in IoT-based health systems.

2.3. Number of Articles Obtained
During the collection process, an initial total of 102 articles from various databases was

found. After an initial screening stage, which included checking the title and abstract, the
number of articles that met the topic and relevance criteria was reduced to 70 articles. This
process ensures that the selected articles directly address security challenges and solutions in
IoT-based health systems and are relevant to the focus of this research.

2.4. Inclusion and Exclusion Techniques
2.4.1. Inclusion Criteria
Articles included in this literature review must meet several inclusion criteria, namely:

1. Topic Relevance: Articles should directly address security challenges and
solutions in IoT-based health systems.

2. Publication in Reputable Journals: Only articles published in reputable and
peer-reviewed international journals are considered for inclusion.

3. Research Quality: Articles must be the result of research whose methodology
can be justified and make a significant contribution to the understanding of
security challenges in the context in question.

2.4.2. Exclusion Criteria
Articles were excluded from this review based on the following exclusion criteria:

1. Irrelevance: Articles that do not specifically address security challenges or
solutions in IoT-based health systems, or that only touch the topic in passing
without in-depth analysis.

2. Non-Peer-Reviewed Publication: Publications that have not gone through a
peer review process, including technical reports and articles from unverified
sources.

3. Methodological Quality: Articles that do not meet the methodological
standards required for a comprehensive analysis or have deficiencies in
research methodology.
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3. Results and Discussions
3.1. Basic Concepts and Technology in IoT-Based Health Systems
3.1.1. Description of IoT-Based Health System
IoT-based health systems involve complex architectures, which integrate technologies

such as radio-frequency identification (RFID), real-time localization systems (RTLS), and
blockchain to monitor patient health, ensure secure data transmission, and enable remote
health monitoring ( Alqahtani, 2021; Oikonomou et al., 2021). The integration of IoT in the
healthcare sector not only enables real-time tracking of patient health but also increases the
accessibility of preventive healthcare services, transforming the healthcare system into a
proactive, sustainable and coordinated network (Kelly et al., 2020). IoT devices such as
physiological sensors facilitate remote monitoring of vital signs, supporting early detection of
health problems and timely intervention by healthcare providers ( Deursen et al., 2019).

In this context, IoT-based health systems ensure secure and scalable transmission of
health data through optimized routing protocols and cryptographic algorithms, which maintain
the confidentiality and integrity of sensitive medical information (Refaee et al., 2022).
Innovative solutions such as the IoT-based Tetra Health Surveillance System (THSS) support
monitoring of individuals with underlying health conditions or those living alone, thereby
improving healthcare delivery and patient outcomes (Roy et al., 2021). Additionally, IoT devices
integrated with Electronic Medical Records (EHR) enable the prediction of diseases such as
heart conditions, which contributes to improved patient care and treatment outcomes
(Bebortta, 2023).

The potential of IoT in healthcare is not only limited to health monitoring and data
security but also includes efficient health data management. By combining IoT with cloud
computing, health systems can achieve intelligent goals and applications that create safer,
patient-centered care environments (Butpheng et al., 2020). Additionally, leveraging IoT
embedded systems along with identity access management improves health data security,
enabling healthcare organizations to protect sensitive information and deliver more efficient
care services (Mwangi, 2024). IoT technologies combined with Semantic Web Technologies
(SWT) have the potential to revolutionize the global health system, highlighting the
transformative impact of next-generation technologies in the health sector (Edeh et al., 2022).

In conclusion, IoT-based health systems represent a significant advancement in
healthcare delivery, offering a wide range of applications and benefits that improve patient
care, enable remote monitoring, ensure data security, and drive innovation in disease
prediction and management. By leveraging IoT technology, healthcare providers can enter a
new era of proactive, personalized, and efficient care, ultimately improving patient outcomes
and quality of life.

3.1.2. Key Technologies in Healthcare IoT
Foundational technologies in healthcare IoT include sensors and wearable devices,

communications and networking systems, and analytics and cloud computing platforms. These
technologies play a crucial role in transforming the health sector by enabling real-time health
monitoring, remote patient care delivery, smart health sensors, preventive systems, and
remote monitoring (Taryudi et al., 2022). IoT-based health monitoring systems generally involve
IoT medical equipment, information and communication technology, Internet services, and
medical data management and processing (Javid & Mirzaei, 2021). Additionally, the integration
of IoT devices such as wearable health trackers equipped with various sensors facilitates
remote patient monitoring and data transmission via telemedicine platforms, emphasizing a
proactive and data-driven approach to patient care (Auwal, 2023).

Furthermore, the incorporation of Internet of Things (IoT) and blockchain technologies
in the healthcare sector offers enhanced security features for traditional practices, data
management, data sharing, remote patient monitoring, and drug analysis (Kamangar et al.,
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2023). IoT-driven intelligent health systems have the potential to significantly improve medical
diagnostics and treatment, leading to improved patient outcomes and reduced healthcare
costs (Manwal, 2019). Furthermore, IoT-based health applications are developing towards
personalized health management systems by utilizing smart wearable sensors, IoT technology,
and AI-based technology (Junaid et al., 2022).

In the realm of IoT-based health systems, the utilization of IoT devices with built-in
sensors connected via the Internet, known as the Intelligent Internet of Health Things, opens
up new opportunities for health service delivery (Kashyap et al., 2022). IoT applications in
health extend to the development of fault-tolerant mHealth frameworks utilizing real-time
wearable health data sensors, which significantly contribute to human health and well-being
(Albahri et al., 2019). Overall, IoT technology in healthcare continues to evolve toward more
efficient, data-driven, and patient-centric care delivery models, revolutionizing the traditional
healthcare landscape.

3.2. Security Challenges in IoT-Based Health Systems
3.2.1. Identify Key Security Challenges
Security challenges in IoT-based healthcare systems include various aspects that need

to be addressed to ensure the integrity and confidentiality of sensitive data. Device
vulnerabilities, including hardware and software weaknesses, pose significant risks (Aruna,
2019). Threats to data privacy and integrity, such as data theft and cyberattacks, are critical
concerns that must be addressed (Renjith et al., 2022). Risks to networks and communications,
such as man-in-the-middle and denial-of-service attacks, highlight the importance of protecting
data transmission (Oikonomou et al., 2021). Misconfiguration and security management can
result in unauthorized access, highlighting the need for strong security settings and access
controls (Hussain et al., 2021).

To overcome these challenges, researchers have explored innovative solutions.
Blockchain technology has been proposed as a disruptive tool to improve security in IoT-based
health monitoring systems by securing devices and ensuring tamper-proof data transmission
(Oikonomou et al., 2021). Trust-based security frameworks have been developed to protect the
large amount of personal information collected by IoT health systems (Renjith et al., 2022).
Additionally, blockchain-based architectures have been proposed as a more resource-efficient
alternative to conventional security mechanisms for IoT health monitoring systems (
Oikonomou et al., 2021 ).

Research has also focused on specific security measures. For example, identifying and
fixing vulnerabilities in IoT-based health monitors is critical to preventing loss or disclosure of
sensitive patient data (Aruna, 2019). Secure and scalable health data transmission in IoT relies
on optimized routing protocols and cryptographic algorithms to ensure data security across
heterogeneous devices (Refaee et al., 2022). Additionally, security frameworks designed for
real-time IoT health applications have been proposed to meet the unique security needs of
these systems (Hussain et al., 2021).

3.2.2. Case Studies and Famous Security Incidents
Security incidents and breaches in IoT-based healthcare systems are a serious concern

due to the vulnerabilities present in these systems. Unauthorized access, data breaches, system
downtime, and various security threats pose risks to the confidentiality, integrity, and
availability of sensitive health data (Obaid & Salman, 2022; Mwangi, 2024). The unique
specifications of IoT technology in healthcare, such as large data volumes, a large number of
cloud computing servers, and a large number of users, create substantial security challenges
(Said, 2022). Issues such as time synchronization, storage, communication, authentication, and
sensing layer issues further exacerbate security risks in IoT-based health systems (Javed et al.,
2022).
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IoT integration in health introduces a complex set of security and privacy challenges,
which require a thorough review of IoT communications in smart health ecosystems (Jaime,
2023). Additionally, the resource-limited nature of IoT devices and non-standardized IoT
architecture contribute to security vulnerabilities in IoT-based applications (Li et al., 2020;
Bovenizer & Chetthamrongchai, 2023). Challenges such as breaches of confidential patient
information and the need to maintain privacy and security in e-health systems emphasize the
importance of addressing security issues in IoT-enabled health environments (Dahiya, 2023;
Seh et al., 2021).

The adoption of IoT devices in healthcare enables real-time data collection and
analysis, but centralized processing and storage can lead to data manipulation and privacy
issues (Rattanawiboomsom, 2023). Additionally, the limitations of lightweight cryptographic
designs for IoT in healthcare, along with the challenges of securing wireless communications in
IoT systems, highlight the complexity of implementing strong security measures in IoT-based
health systems (Tsantikidou & Sklavos, 2022; Patil, 2023). Ensuring secure data collection,
transmission, and storage in IoT-based health systems is critical to preventing security incidents
and breaches that could compromise patient data and system integrity (Yadav et al., 2022).

3.3. Solutions and Strategies to Overcome Security Challenges
3.3.1. Security and Protection Technology
To effectively address security challenges, organizations can implement a combination

of security and protection technologies. Encryption and data protection are essential to
safeguard sensitive information during data transmission and storage (Moridu, 2023).
Authentication and access control mechanisms, such as strong authentication methods and
role-based access control, help ensure that only authorized individuals can access certain
resources, thereby reducing the risk of unauthorized access (Moridu, 2023). Additionally,
threat detection and response systems, such as intrusion detection and automated response
systems, are important for identifying and addressing security breaches in real-time (Zhu,
2019).

In the field of cyber security, technological advances offer innovative solutions to
enhance security measures. For example, the use of blockchain technology can provide a
secure framework for protecting industrial IoT data in sectors such as smart power grids
(Umran et al., 2023). Additionally, the integration of deep learning architectures can strengthen
the security of industrial wireless communications by leveraging channel frequency response
analysis (Alhoraibi, 2024). This technology offers strong security measures to deal with
ever-evolving cyber threats.

Furthermore, research on authentication methods continues to grow, with studies
focusing on areas such as keystroke dynamics, typing pattern recognition, and biometric-based
authentication (Alzahab et al., 2022; Dias, 2023). This approach aims to improve the accuracy
and efficiency of the user authentication process, contributing to overall cybersecurity
resilience.

3.3.2. Managerial and Policy Approach
To effectively address security challenges, organizations can adopt a managerial and

policy approach that focuses on security and compliance policies, as well as proactive risk and
security management strategies. When formulating security and compliance policies, it is
important to consider relevant safety regulations and standards (Stojkov et al., 2021).
Understanding employee behavioral factors and compliance with information security
standards is essential in fighting cyber-related crimes and strengthening security mechanisms
(Al., 2019). Additionally, strengthening security measures is necessary to protect against cyber
threats and vulnerabilities, reducing the likelihood of criminal activity powered by artificial
intelligence (Mou, 2023).
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In terms of proactive risk and security management, organizations can benefit from
adopting a comprehensive framework that includes prevention measures, detection and
response strategies, and recovery and resilience planning to effectively mitigate risks (Ibiyemi,
2024). Improving monitoring mechanisms and implementing proactive controls can help
organizations detect and respond quickly to emerging risks (Dadulla, 2024). Furthermore,
proactive management strategies involve early diagnosis and management to quickly address
security challenges (Hobbs et al., 2021).

Additionally, compliance with security standards is essential for organizations to ensure
safety and security. Security standards facilitate security knowledge and best control practices
in a systematic manner (Stojkov et al., 2021). It is important to establish appropriate standards
and practices to ensure compliance of wearable device privacy policies with IoT regulations,
especially regarding the security and privacy of captured data (Echenim, 2023). Organizations
can also leverage integrated knowledge graphs to automate cloud data compliance, capturing
various data compliance regulations, threats, and security controls needed to effectively
mitigate risks (Joshi et al., 2020).

3.3.3. New Innovations and Trends in Healthcare IoT Security
In overcoming security challenges in Healthcare IoT, utilizing cutting-edge technologies

such as blockchain, AI, and machine learning is very important. Blockchain technology offers
decentralized processing and storage for IoT data, ensuring data integrity, transparency and
secure storage (Rattanawiboomsom, 2023). Additionally, blockchain enables a decentralized
approach in health systems, eliminating the drawbacks of centralized systems such as single
points of failure (Alsemmeari et al., 2023). By integrating blockchain with IoT, many
cybersecurity problems can be addressed effectively (Arachchige, 2023).

Additionally, AI and machine learning play a significant role in improving Healthcare IoT
security. This technology can be used to develop risk mitigation strategies, improve data
privacy, and overcome security and privacy challenges in Healthcare IoT systems (Khatun,
2023). AI can improve IoT security by providing intelligent monitoring and threat detection
capabilities, thereby strengthening the overall security posture of Healthcare IoT systems (Wu
et al., 2020).

Furthermore, the combination of blockchain technology and AI can offer a
comprehensive solution to security challenges in Healthcare IoT. Blockchain can ensure the
integrity and confidentiality of medical data, while AI can improve detection and response
mechanisms to threats, creating a strong security framework for Healthcare IoT systems
(Alandjani, 2023). This integration can result in the development of a resilient patient
healthcare system that is in line with the UN's sustainable development goals (Alandjani, 2023).

3.4. Analysis and Discussion
3.4.1. Evaluate the Effectiveness of Existing Solutions
To assess the effectiveness of existing security solutions in addressing the identified

challenges, various aspects of cybersecurity need to be considered. Boodai et al. (2023)
emphasize the need for further research to develop more effective security solutions and risk
assessment frameworks, highlighting the continuous evolution required in this field to adapt to
different conditions and scenarios. Augusto-Gonzalez et al. (2019) discuss how improving
existing cybersecurity services can create a more transparent environment and improve system
self-defense through disruptive network security solutions, emphasizing the importance of
continuously improving security measures to stay ahead in the face of cyber threats.

Nesara et al. (2020) focus on software security patch management, emphasizing the
need to address socio-technical challenges and implement effective solutions. Uriawan (2024)
explores patient data security in distributed systems, discussing solutions such as blockchain
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technology, data encryption, and access control mechanisms. These studies underscore the
importance of leveraging advanced technology to effectively enhance security measures.

In addition, Kim (2024) discusses the development of lightweight cryptographic
systems to balance security and resource efficiency in IoT applications. Alajlan et al. (2023)
highlight cybersecurity challenges in blockchain-based IoT systems, emphasizing the need to
address these challenges for widespread adoption and effectiveness. Handayani (2023)
demonstrated the potential of blockchain technology in improving the security and privacy of
patient data in healthcare, demonstrating the role of innovative solutions in addressing critical
security concerns.

4. Conclusions
IoT-based health systems represent a significant breakthrough in healthcare delivery,

offering a variety of applications and benefits that improve patient care. This technology
enables remote health monitoring, ensures data security, and drives innovation in disease
prediction and management. By leveraging IoT technology, healthcare providers can enter a
new era of proactive, personalized, and efficient care, ultimately improving patient outcomes
and quality of life.

4.1. Implications
The implications of implementing IoT in health systems are vast. First, this technology

improves real-time patient monitoring capabilities, enabling early detection of health problems
and timely intervention, which in turn can reduce healthcare costs. Second, the integration of
IoT with other technologies such as blockchain and cloud computing can increase security and
efficiency in managing health data. Third, an IoT-based health system can expand access to
health services, especially for those who live in remote areas or have limited mobility.

4.2. Limitations
Although they offer many benefits, IoT-based health systems also have some

limitations. Key challenges include data security and privacy issues, device vulnerabilities, and
the risk of cyberattacks that can threaten the integrity and confidentiality of medical
information. Additionally, implementing IoT technology in the healthcare sector requires
significant initial investment and adaptation of existing infrastructure. These factors may be a
barrier to widespread adoption of this technology, especially in countries with limited
resources.

4.3. Future Research
Future research should focus on developing stronger security solutions to protect

health data in IoT systems. Further studies are needed to explore new encryption technologies,
security protocols, and more advanced authentication methods. Additionally, research should
evaluate the effectiveness and efficiency of IoT-based health systems in various contexts and
populations, including their impact on patient outcomes, healthcare costs, and quality of care.
Research should also examine the long-term impacts of IoT use in health, including potential
risks and benefits for society as a whole.
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